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General Merchant Procedure Statement 

The purpose of this general merchant procedure document is to provide guidance for 
requesting a merchant account to accept payment cards and to provide USA faculty, 
staff, and students with comprehensive procedures to ensure that cardholder data is 
kept secure and PCI compliant through the payment card transaction lifecycle. 

�,�� MERCHANTS 

A. All Merchants must be authorized by the PCI Coordinator or the Investment 
Manager. 

B. Any Merchant accepting payment cards on behalf of USA must designate an 
individual within the department who will have primary authority and responsibility 
within that department for payment card transactions and PCI Compliance. This 
individual will be referred to as the Merchant Department Responsible Person 
(MDRP). 

C. All USA employees who process, transmit, store, or have access to cardholder data 
must read and sign the USA PCI Compliance Policy and complete USA’s PCI training 
annually. 
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F. Accepting/sending payment card information via email is strictly prohibited. In the 
event an email is received with cardholder data for payment, the recipient should 
immediately reply to the email with the me ssage below. Before sending the e-mail 
reply, delete the cardholder data and after replying, delete the original message. 

Thank you for providing the information necessary to process your payment for 
_______. The University of South Alabama strives to protect all vital 
information of our customers and email is an unsecure process of providing 
cardholder data, therefore the email with your cardholder data has been deleted 
and your payment has not been processed. Please reach out to _____ to make a 
secure credit card payment. 

G. Payment card payments made via telephone is strongly discouraged. If in some cases 
it is necessary to accept payment by telephone, directly enter the payment card data 
into the credit card device. Do not write do wn the payment card data, if possible. 

H. Sending or receiving payment card data via fax is prohibited. 

I. If your office must deliver forms or other correspondence containing cardholder data 
to another office, special care should be taken to ensure the safety of the documents. 
Such documents should be hand-carried by a courier and documents should be 
placed in a locked bag/case during transport. 

J. Safeguard your desk area by not walking away when cardholder data is visible. If you 
must leave, secure cardholder data by locking it in your desk or file cabinet. If 
payments need to be left in a staff member’s office, do not leave them on a desk. 
Cardholder data should be placed in a secure and lockable space. 

K. Be sure only the last four digits of the payment card number is displayed on receipts. 

L. Picture ID’s are required for all transactions where the payment cards are not signed. 

�,�,�,�� HARDWARE, SOFTWARE, AND TECHNOLOGY 

A. Changes to hardware, software, or other payment card systems that process payment 
card transactions must be approved by the Department of Information Security, the 
PCI Coordinator, and the Investment Manager before implementation. 

B. All PCs, laptops, and workstations that are involved in the processing of payment 
cards or have access to the cardholder data environment must have security logging 
capabilities and must have basic OS level auditing turned on to facilitate tracking of 
user accounts in the event of a security breach or other unauthorized access. 

� h � v � ] � À � � � Œ � • � ] � š � Ç � � � } � ( � � � ^ � } � µ � š � Z � � � � � o � � � � � � � u � � � ��W���P�����ï��



��

��

��  
 

��
 

 

��

��
 

 
��

  

 
 

��  

   
 

��
 

��

��  
 

��

��
 



��

��

 
 

��

 
��

 
 

��

��

��  

��

  
��

 

 
��  

 
��  

 

 
��  

 

 
��  

 
��

��  
��   

changed security labels, broken or differently colored casing, or changes to 
the serial number. 

b. Tampering and/or substitution of credit card devices must immediately be 
reported to the PCI Coordinator, Inve stment Manager, and the Director of 
Information Security. 

G. Personnel within each merchant department  must be trained to identify attempted 
tampering or replacement of devices. The following rules should be in place: 

1. Verify the identity of any third-party pe rsons (this could be someone claiming to 
be repair/maintenance personnel) prior to granting them access to the credit 
card device. Check with the PCI Coordinator, Investment Manager, Computer 
Services Center, or the Director of Information Security for verification. 

2. Do not allow installation, replacement, or the return of credit card devices 
without the approval of  the PCI Coordinator. 

3. Be aware of suspicious behavior around credit card devices (e.g. attempts to 
unplug or open credit card devices by unknown persons). 

4. Immediately report suspicious behavior an d device tampering/substitution to the 
department supervisor, PCI Coordinator, Investment Manager, and Director of 
Information Security. 

H. 
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4. Passwords for first-time use should be changed immediately after logging 
in (i.e. do not use vendor default provided passwords). 

M. Auditing (automated audit trails) must be enabled on all cardholder data 
environment system components.  If you have any questions regarding this 
requirement, please contact the Department of Information Security. 

N. Physical Security: 

1. All equipment used to accept or process payment card transactions must be 
secured against unauthorized use in accordance with the PCI DSS.  Each 
merchant should have security controls in place to prevent unauthorized 
individuals from gaining access to the buildings, rooms, or areas where such 
equipment is located. If credit card devices accept credit card payments in an 
open or unsecured space, then it is recommended that a credit card security stand 
be installed on the credit card device and fixed to the physical structure of the 
payment location. 

�,�9�� THIRD PARTY VENDORS AND SERVICE PROVIDERS  

A. 
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1. Date and Time 
2. Action Taken 
3. Location 
4. Person performing the action 
5. Person performing documentation 
6. All personnel involved 

E. The card brands (Visa, MasterCard, American Express, Discover, and JCB), payment 
processer, and acquiring bank will be notified by the PCI Coordinator or the 
Investment Manager, if necessary. The card brands will determine whether or not an 
independent forensics investigation will be  initiated on the compromised device(s) 
and location(s). 

F. Affected systems will not be brought back online until consultation and approval 
from the PCI Coordinator, Investment Mana ger, Director of Information Security, 
and the Computer Services Center. 

�9�,�,�� SECURITY AWARENESS  

A. Employees with access to cardholder data or involved in any way with processing, 
storing, or transmitting cardholder data must acknowledge that they have read and 
understand the USA Payment Card Industry (PCI) Compliance Policy on an annual 
basis. 

B. Additionally, employees with access to cardholder data or involved in any way with 
processing, storing, or transmitting cardholder data must complete PCI training on an 
annual basis. 

Contacts: 

1. PCI Coordinator and Cash/Investment Assistant: Drew Underwood 341-4998 
2. Investment Manager:  Terry Albano 460-6373 
3. Director of Information Security: Mark Wilson 460-7767  

Effective Date: September 15, 2015 

Revised Date: October 15, 2019 
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