NationalScience Foundatior

MEMORANDUM

DATE: Augustl§, 2021

TO: Federal Bureau of Investigation

FROM: Rebeccd..KeiserChief of Research Security Strategy and PI&SSP)

SUBJECT: Foreign InterferenceniNational Science Foundation Funding and Gkaaking
Processes: A summary of findings froni2@® 2021

For decades, open and collaborative fundamental research has sereescamntific and

economic boon to the U.S. and the world. The science and engineering enterprise, however, is
put at risk when other governments endeavor to benefit from it without upholding the values

of openness, transparency and reciprocal collaboratieomé&governments are actively
sponsoring activities that pose risks to this system, such as fegeigernment-sponsored

talent recruitment programs that incentivize behavior that is inconsistent with these values.

The National Science FoundatidfSFyecognizes this threat and héakenaction tomitigate
threatswhile also reinforcing that collaboration, including international collaboration, is

integral to our continued scientific advancemelmt.2019NSF commissioned the JASON

advisory group, outside experts who specialize in both science and security, to conduct a study
and recommend ways for NSF to protect research integrity and maintain balance between
openness and security of scientific research. The report

2415 Eisenhower Avenue | Alexandria, VA 22314









NSH-oreign Interference Summary
Paged

CASE STUDY Railure to Respond to an OIG Subpoena related to Foreign Funding and
Affiliations

X An NSHundedPlis employed by a U.8rganization

X
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x Publicly available information indicatéhat, in successionver a brief period ofime,
the Pls proposal is funded, thPlis selected a aforeigntalent plan participantandthe
Plbeginsextended leave to visit family in a foreign country. The term of the extended
leavecorrespondto the time the Pislisted as having a foreigappointment.

x During this saméme, the Pl alsaeturnsto the United States to senas an NSF
panelist
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BEvidenceis presented at trial indicang thatgrant funds obtained would be used for
researchthe professor/founderknew had already been done in oversefise
professor/founderintended to use the grant funds for other companyjects rather

than for the projects for which the funds were requested. To obstruct the investigation,
the professor/foundersubmitted falsified timesheets to government investigators.

Information becomes available at trial that tipeofessor/founderis a foreign talent plan
participant including the talent plan contract.

DOJ prosecution results inminal convictiorof the professor/founderof one count of
conspiracy to defraud the United States, three counts of making false statements, and
one count of obstruction by falsification.

Based on a recommendation by the OIG afterphafessor/foundets conviction,NSF
imposesgovernmentwide debarmentand reviewer baon the professor/founderand
related companyor a fixed period

Outcome Duringa multi-year investigationNSRook several administrative actions, well
before filings in Federal coutbased on recommendations by the OIG, encompasaivayd
suspensions, terminations, withholding final paymf@atuction ofanaward amount, and
governmentwide suspensionsThese actions werappropriately tailored to mitigate risk to
NSF.Theinvestigaton resultedin acriminal conviction Thereafter, on the OIG’s
recommendationNSF impos#a governmentwide debarmenin view of the risk to NSF
and theprofessor/founder’dack of present responsibility.

Conclusion

NSF'’s research security initiativ@sekto:

X

X

X

Goordinate with U.S. government interagency partners
Gommunicat andbuild awareness with the scientific community
Shareknowledge and best practices

Improve transparency and clarification for disclosure

Mitigate riskthroughassessment and anaig to better understand the scale and scope



